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Please provide the information requested in Section 1 below, check each applicable box and complete the fields in Sections 2–4 below, and sign where indicated at the end of this ASV Company Application.
	Applicant ASV Company (the “Company”) Information – Section 1

	Company Name:
	     

	Business Address:
	     
	City:
	     

	State/Province:
	     
	Country:
	     
	ZIP:
	     

	URL:
	     

	

	Primary Contact Name:
	     
	Job Title: 
	     

	Telephone:
	     
	E-mail:
	     

	Business Address:
	     
	City:
	     

	State/Province:
	     
	Country:
	     
	ZIP:
	     

	

	Secondary Contact Name:
	     
	Job Title: 
	     

	Telephone:
	     
	E-mail:
	     

	Business Address:
	     
	City:
	     

	State/Province:
	     
	Country:
	     
	ZIP:
	     

	

	QA Contact Name:
	     
	Job Title: 
	     

	Telephone:
	     
	E-mail:
	     

	Business Address:
	     
	City:
	     

	State/Province:
	     
	Country:
	     
	ZIP:
	     

	

	|_| 	The Company hereby acknowledges and agrees that in order to participate as an ASV Company in the ASV Program, it must satisfy all of the requirements specified in the ASV Qualification Requirements and supporting documents.



	ASV Company Business Requirements – Section 2

	|_| 	The Company hereby acknowledges the minimum business requirements and related information that must be provided to PCI SSC regarding the Company’s business legitimacy, independence, and required insurance coverage pursuant to Section 2 of the ASV Qualification Requirements, and agrees to comply with such requirements.

	Business Legitimacy – 2.1.2 Provisions

	|_| 	The Company certifies that it is a legal entity.

	|_| 	The Company certifies that it is providing to PCI SSC herewith a copy of its current formation document or equivalent (the “Business License”). Refer to the Documents Library on the Website—Business License Requirements—for more information.

	Year of incorporation/formation of Company:      

	Location(s) of Company offices:      

	Describe any past or present allegations or convictions of any fraudulent or criminal activity involving the Company (and/or company principals), and the status and resolution:      

	Describe any past or present appeals or revocations of any qualification issued by PCI SSC to the Company (or any predecessor entity or, unless prohibited by applicable law, any ASV Employee of any of the foregoing), and the current status and any resolution thereof:      

	Independence – 2.2.2 Provisions

	|_| 	The Company hereby acknowledges and agrees that it must adhere to professional and business ethics, perform its duties with objectivity, and limit sources of influence that might compromise its independent judgment in performing PCI SSC Assessments.
|_| 	The Company hereby certifies that it has a code-of-conduct policy, and agrees to provide that policy to PCI SSC upon request.
|_| 	The Company hereby agrees to adhere to all independence requirements as established by PCI SSC, including without limitation, all items listed in Section 2.2.1 of the ASV Qualification Requirements.

	|_| 	Below or attached hereto is a description of the Company’s practices for maintaining and assuring assessor independence, including but not limited to, the Company’s practices, organizational structures, separation of duties, rules, and employee education in place to prevent conflicts of interest.
     

	|_| 	The Company hereby:
· Agrees to maintain and adhere to professional and business ethics, perform its duties with objectivity, and limit sources of influence that might compromise its independent judgment in performing PCI SSC Assessments.
· Agrees to maintain and adhere to a code-of-conduct policy, and provide the policy to PCI SSC upon request.
· Agrees to adhere to all independence requirements as established by PCI SSC, including without limitation, all items listed in Section 2.2.1 of the ASV Qualification Requirements.
· Agrees not to undertake to perform any PCI Scanning Services of any entity that it controls, is controlled by, is under common control with, or in which it holds any investment.
· Agrees that it has not and will not have offered or provided (and has not and will not have been offered or received) to (or from) any employee of PCI SSC or any customer, any gift, gratuity, service, or other inducement (other than compensation in an arms length transaction), in order to enter into the ASV Agreement or any agreement with a customer, or to provide PCI Scanning Services.
· Agrees to fully disclose in the scan report if the Company assesses any Scan Customer that uses any security-related devices or security-related applications that have been developed or manufactured by the Company, or to which the Company owns the rights, or that the Company has configured or manages, including, but not limited to the items described in Section 2.2.1 of the ASV Qualification Requirements.
· Agrees that when any of its ASV Employees recommends remediation actions that include any solution or product of the Company, the ASV Employee will also recommend other market options that exist.
· Agrees that the Company has and will maintain separation of duties controls in place to ensure that its ASV Employees conducting PCI Scanning Services are independent and not subject to any conflict of interest.
· Agrees not to use its status as a “listed ASV” to market services unnecessary to help bring Scan Customers into compliance with the PCI DSS.
· Agrees not to misrepresent any requirement of the PCI DSS in connection with its promotion or sales of services to clients, and not to state or imply that the PCI DSS requires usage of any of the Company’s products or services.

	|_| 	The Company hereby agrees that at all times while its ASV Agreement is in effect, Company will maintain sufficient insurance, insurers, coverage, exclusions, and deductibles that PCI SSC reasonably requests to adequately insure the Company for its obligations and liabilities under the ASV Agreement, including without limitation the Company's indemnification obligations. 

	

	Insurance Coverage – 2.3.2 Provisions

	|_| 	The Company hereby acknowledges and agrees to adhere to all requirements for insurance coverage required by PCI SSC, including without limitation the requirements in Appendix B: Insurance Coverage, which includes details of required insurance coverage.

	|_| 	The Company hereby certifies to PCI SSC that, along with this application, the Company is providing to PCI SSC a proof-of-coverage statement demonstrating that its insurance coverage matches locally set insurance coverage requirements. 

	|_| 	A copy of the Company’s bound insurance coverage is attached to this application.

	Fees – 2.4.1 Requirements

	|_| 	The Company hereby agrees to pay all such fees upon invoice from PCI SSC (or as part of the ASV Employee training registration process, if applicable), and that any such fees invoiced by PCI SSC will be made payable to PCI SSC according to instructions provided on the corresponding invoice.

	ASV Agreement – 2.5.1 Requirements

	|_| 	The Company hereby acknowledges and agrees that along with its completed application package it is providing to PCI SSC an ASV Agreement between PCI SSC and the Company, in unmodified form, signed by a duly authorized officer of the Company. (A copy of the ASV Agreement is attached to this application.)

	

	ASV Capability Requirements – Section 3

	ASV Company Skills and Experience – 3.1.2 Provisions

	|_| 	The Company hereby represents and warrants that it currently possesses (and at all times while it is a ASV Company will continue to possess) technical security assessment experience similar or related to PCI Scanning Services, and that it has (and must have) a dedicated security practice that includes staff with specific job functions that support the security practice.

	Description of the Company’s relevant areas of specialization within information security—for example, network security, database and application security, and incident response:
     

	Description of the Company’s experience and knowledge with information security vulnerability assessment engagements including penetration testing:
     

	

	Total number of Company employees on staff:      

	The number of ASV Employees expected to perform PCI Scanning Services (minimum of two (2) required):      

	Describe any additional evidence of a dedicated security practice within the Company:
     

	Describe other core business offerings:
     

	Describe the size and types of market segments in which the applicant ASV Company tends to focus, such as Fortune 500, financial industry, insurance industry, or small-to-medium sized businesses:
     

	Languages supported by the Company:
     

	

	Provide two client references from security engagements within the last 12 months:

	Client:      
	From (date):      
	To (date):      

	Contact name: 
	     
	Job title: 
	     

	Contact phone number:
	     
	E-mail address:
	     

	Description of security engagement:      

	

	Client:      
	From (date):      
	To (date):      

	Contact name: 
	     
	Job title:
	     

	Contact phone number:
	     
	E-mail address:
	     

	Description of security engagement:      

	

	PCI SSC Code of Professional Responsibility – 3.3.1 Requirement

	|_| 	The Company hereby acknowledges and agrees that it has read and understands the PCI SSC Code of Professional Responsibility, and hereby agrees to advocate, continuously adhere to, and support the terms and provisions thereof.

	

	ASV Administrative Requirements – Section 4

	|_| 	The Company hereby acknowledges and agrees to the administrative requirements for ASV Companies set forth in the ASV Qualification Requirements, including company contacts, background checks, adherence to PCI DSS procedures, quality assurance, and protection of confidential and sensitive information.

	Background Checks – 4.2

	|_| 	The Company hereby agrees that its policies and hiring procedures must include performing background checks and satisfying the provisions in Section 4.2.2 (to the extent legally permitted within the applicable jurisdiction) when hiring each applicant ASV Employee.

	|_| 	The Company hereby attests that its policies and hiring procedures include performing background checks in full accordance with Section 4.2.

	|_| 	The Company hereby attests that it successfully completes background checks for each applicant ASV Employee in accordance with the provisions of Section 4.2.2

	Below is a summary description of the Company’s personnel background check policies:
     

	The Company’s personnel background check policies and procedures include the following (to the extent legally permitted within the applicable jurisdiction):
|_| 	Verification of aliases (when applicable)
|_| 	Reviewing records of any criminal activity, such as felony (or non-US equivalent) convictions or outstanding warrants
|_| 	Annually review records of any criminal activity, such as felony (or non-US equivalent) convictions or outstanding warrants
|_| 	Minor offenses (for example, misdemeanors or non-US equivalents) are allowed, but major offenses (for example, felonies or non-US equivalents) automatically disqualify an employee from serving as a ASV Employee

	|_| 	The Company hereby understands and agrees that, upon request, it must provide to PCI SSC the background check history for each of its ASV Employees, to the extent legally permitted within the applicable jurisdiction.

	Internal Quality Assurance – 4.3.2 Provisions

	|_| 	The Company hereby acknowledges and agrees that it must adhere to all quality assurance requirements described in the ASV Qualification Requirements and supporting documentation, must have a quality assurance program, documented in its Quality Assurance manual, and must maintain and adhere to a documented quality assurance process and manual that includes all items described in Section 4.3 of the ASV Qualification Requirements.

	|_| 	The Company hereby acknowledges and agrees that its internal quality assurance reviews must be performed by qualified personnel and must cover scan scope validation, assessment procedures performed, supporting documentation as applicable, evidence to support any exceptions, false-positives or compensating controls noted in the scan report, remediation recommendations, proper use of definitions, consistent findings, and documentation of results as applicable.

	|_| 	The Company hereby acknowledges and agrees that it must have and adhere a change management policy and processes for changes to the ASV scan solution.

	|_| 	The Company hereby acknowledges and agrees that it has and shall keep in place controls to maintain the integrity of its ASV scan solution.  Each ASV scan solution must:
· Be protected from unauthorized access
· Adhere to the ASV Company’s change management policy and processes for changes to the ASV scan solution
· Be monitored or able to produce alerts when changes are made
· Ensure the ASV Company’s systems cannot be used to gain unauthorized access to a Scan Customer’s environment

	The Company hereby acknowledges and agrees that as an ASV Company, it must at its sole cost and expense:
|_| 	At all times maintain and adhere to the internal quality assurance requirements as described in Section 4.3 of the ASV Qualification Requirements.
|_| 	Provide to PCI SSC, upon request, a complete copy of the Company’s quality assurance manual, in accordance with the ASV Qualification Requirements and supporting documentation.
|_| 	Permit PCI SSC, upon request, to conduct audits of the Company and/or to conduct site visits.
|_| 	Inform each Scan Customer of the ASV Feedback Form (available on the Website), upon commencement of the PCI Scanning Services for that Scan Customer.

	Protection of Confidential and Sensitive Information – 4.4.2 Provisions

	|_| 	The Company currently has and hereby agrees to have a policy and adhere to a documented process for protection of confidential and sensitive information, which includes adequate physical, electronic, and procedural safeguards consistent with industry-accepted practices to protect confidential and sensitive information against any threats or unauthorized access during storage, processing, and/or communicating of this information.

	|_| 	The Company must maintain the privacy and confidentiality of information obtained in the course of performing its duties under the ASV Agreement, unless (and to the extent) disclosure is expressly permitted thereunder.

	|_| 	The Company's confidential and sensitive data protection handling policies and practices include all physical, electronic, and procedural safeguards described in Section 4.4 of the ASV Qualification Requirements.

	|_|   The Company agrees to provide PCI SSC, upon request, a copy of the confidentiality agreement template that it requires each ASV to sign.

	Evidence Retention – 4.5 Provisions

	|_| 	The Company has an evidence-retention policy and procedures per Section 4.5 of the ASV Qualification Requirements and agrees to retain all records created and/or obtained during each PCI Scan for a minimum of three (3) years.

	|_| 	The Company agrees to make the foregoing materials and information available to PCI SSC upon request for a minimum of three (3) years.

	|_| 	The Company agrees to provide a copy of the foregoing evidence-retention policy and procedures to PCI SSC upon request.



	Signature

	By signing below, the undersigned hereby:
(a) Represents and certifies to PCI SSC that (s)he is an officer of the Company and is duly authorized to legally bind the Company to the terms of this ASV Company Application; and
(b) Both individually and by and on behalf of the Company: (i) represents and certifies that the information provided in this ASV Company Application is true, correct, and complete, and (ii) acknowledges, accepts, agrees to, and makes the attestations and certifications set forth in (as the case may be) each of the statements checked (or otherwise marked) in this ASV Company Application above.

	Legal Name of Applicant ASV Company
	     

	Officer:
	     
	Job Title:
	     

	
	     

	Duly authorized officer signature 
	Date 
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